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E3R Inc.
IT Specialist

E3R Opportunity, San Diego, CA; IT Specialist:

Job Description:

E3R Inc is seeking candidates to fill an IT Specialist position at its Mission Valley, San Diego location. This
person will start the build out a 25 seat SIPRNet interior secure space at the E3RInc facility in Mission
Valley. This person will determine the required bill of materials to build out the interior of the secure
facility, using guidance and inputs from DSCA and NMCI. This person will act as the liaison between the
E3RInc Program Manager and NMCI and SDREN, the network providers. Following design guidelines, this
individual will provide E3R leadership with analysis of alternatives and recommendations for acquisition
as build continues through completion.

After facility build-out is complete, this specialist will be responsible for set up of the classified network,
seats and terminals provided in order to create the network Point of Presence (PoP). This person will
assist the E3RInc project manager in setting up and maintaining the facility integrated master schedule
(IMS) and major milestones. This IT specialist will assist the facility ISSM during the RMF controls testing,
system validation and authorization processes.

Functional Description:

e Using guidance from E3R Inc senior management, DSCA and NMCI, develop the plan fora 25-
seat secure network facility

¢ Interface with NMCI and DSCA network providers to gather Bill of Materials and quotes

e Work with E3R Inc project manager to provide inputs to the facility IMS and provide status to
the IMS project baseline.

e Provide status updates to the contract PM and PMW 770 senior leadership

¢ Initiate the steps necessary to open the RMF authorization process with DCSA

e Using guidance provided, provide inputs to the facility ISSM for the documents required to
operate and maintain the facility once it goes on-line.

e Act as ADMIN for the network and user community once the facility opens up

* Provide Continuous Monitoring services as specified by DSCA and NMCI

e This IT specialist reports to the E3RInc program manager

Certifications:
e COMPTIA Network+ Certification or equivalent within six months of hire
e Security+ Certification within six months of hire

Desired Knowledge, Skills, Abilities:
e Working knowledge of MS-WINDOWS operating system
e Experience with MS Active Directory database
e Familiar with IT network principles and implementation
e Experience in network administration, access control and cybersecurity principles
e Familiar with DoDIs 8570, DoD 8140 implementation
e  Familiar with Cyber Workforce Training and Continuous Learning
e Part of a team that has built a network or implemented a network after build
e Experience in establishing Virtual Private Networks (VPNs)
e Military or commercial experience working as IT1 or IT2

E3R is committed to providing equal employment opportunities (EEQ) to all employees and applicants for employment without
regard to race, color, religion, sex, age, physical or mental disability, national origin, citizenship, military or veteran status, sexual
orientation, gender identity and/or expression, genetic information, or other status protected by federal, state or local law.
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e Experience as ADMIN in network operations center or ADMIN security operations center
e Experience with Agile software processes, DEVOPs or SECDEVOPs or penetration testing
e Desire to obtain other IT Certifications such as CISSP, CSSM, CEH, DEVOPs; MS or AWS Cloud

Security Clearance Requirement: Ability to obtain DoD Secret security Clearance

Education Requirement: Bachelor’s Degree in Information Technology, Cybersecurity, Information
Management Systems, or Business Administration and two years direct IT experience. High School
graduate and three to five years direct experience in an IT, software development or network
environment. Military service as an IT1 or IT2 or similar in a commercial environment satisfies the IT
experience requirement.

Place of Performance: San Diego, E3R Mission Valley Location
Salary Range: $85,000 to $115,000 depending on education and experience.

Benefits: E3R has a comprehensive benefits plan which includes HMO/PPO Medical Plan Options,
Employer Sponsored Health Reimbursement Arrangement, 401(k), Dental and Vision Plans, company
paid Life Insurance, Voluntary Life and AD&D, Pet Insurance, Employee Assistance Program as well as
Paid Time Off, Sick Leave and Paid Holidays.

Company Description:

Exceptional Employees for Exceptional Results (E3R) was founded June 6th, 2011 as a Service Disabled
Veteran Owned Small Business. Our company name reflects our business model. Corporate
management and infrastructure do not provide direct support to our clients. Our employees do. If we
attract and retain the best employees in our industry, we will be successful. If we fail to provide a quality
workforce, nothing else matters. We achieve our purpose and our business success through hiring and
retaining the very best employees in our industry.

How to apply: Interested candidates who meet the qualifications above should apply via the following
link: https://www.ondemandassessment.com/link/index/JB-YOX7DY4RF?u=1137965

E3R is committed to providing equal employment opportunities (EEQ) to all employees and applicants for employment without
regard to race, color, religion, sex, age, physical or mental disability, national origin, citizenship, military or veteran status, sexual
orientation, gender identity and/or expression, genetic information, or other status protected by federal, state or local law.
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