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E3R Inc.

Information Security Specialist Il
E3R Opportunity, San Diego, CA; Information Security Specialist II:

Job Description: E3R is seeking candidates to fill an Information Security Specialist Il opening. The
position is described below.

Position Summary: The Information Security Specialist Il is a critical role responsible for supporting all
aspects of a Program Information Assurance (lA) process. This includes ensuring compliance with Cyber
Security, Engineering, Test & Evaluation (T&E), and Security Control Assessor (SCA) functions within a
Certification & Accreditation (C&A) or Assessment & Authorization (A&A) framework. The specialist will
leverage their expertise in the Risk Management Framework (RMF) process, with prior experience in the
Defense Information Assurance & Certification Accreditation Process (DIACAP) being highly desirable.
The role requires a hands-on approach to evaluating security solutions, maintaining operational security,
and preparing documentation to support Authority to Operate (ATO) requirements.

Position Duties:

e Support IA Processes: Assist in the execution of Information Assurance (lA) processes, including
the preparation and maintenance of security artifacts and traceability documents.

¢ Risk Management Framework (RMF): Apply knowledge of RMF to support compliance and
authorization processes, ensuring the security of information systems.

e Security Policies & Guidance: Familiarize and adhere to relevant security policies and guidance
documents to maintain the security posture of systems handling up to classified information.

e Security Solutions Evaluation: Evaluate and recommend security solutions to ensure they meet
the necessary security requirements.

¢ Operational Security Maintenance: Supervise and maintain the operational security posture for
various information systems, ensuring ongoing compliance with security policies.

¢ Development of Security Policy: Contribute to development of system security policies,
ensuring compliance with change management and configuration control processes.

e Coordination of IT Security Programs: Plan and coordinate IT security programs and policies in
alignment with command leadership’s mission and goals.

Minimum Qualifications:
¢ High school diploma or HS equivalency is acceptable with additional years of experience*.
e 2-5* years of practical experience in cybersecurity, engineering, Security Test and Evaluation
(T&E), or Assessment and Authorization (A&A) (formerly C&A) is required.
e Experience with Information Assurance tools such as DISA Enterprise Mission Assurance Support
Service (eMASS), Assured Compliance Assessment Solution (ACAS) is preferred.
e Ability to hold an Interim Security Control Assessor (SCA) qualification.

Security Clearance Requirement: SECRET Security Clearance

E3R is committed to providing equal employment opportunities (EEQ) to all employees and applicants for employment without regard to race,
color, religion, sex, age, physical or mental disability, national origin, citizenship, military or veteran status, sexual orientation, gender identity
and/or expression, genetic information, or other status protected by federal, state or local law.
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Place of Performance: San Diego, CA
Salary Range: $115,000 - $155,000

Benefits: E3R has a comprehensive benefits plan which includes HMO/PPO Medical Plan Options,
Employer Sponsored Health Reimbursement Arrangement, 401(k), Dental and Vision Plans, company
paid Life Insurance, Voluntary Life and AD&D, Pet Insurance, Employee Assistance Program as well as
Paid Time Off, Sick Leave and Paid Holidays.

Company Description: Exceptional Employees for Exceptional Results (E3R) was founded June 6th, 2011
as a Service Disabled Veteran Owned Small Business. Our company name reflects our business model.
Corporate management and infrastructure do not provide direct support to our clients. Our employees
do. If we attract and retain the best employees in our industry, we will be successful. If we fail to provide
a quality workforce, nothing else matters. We achieve our purpose and our business success through
hiring and retaining the very best employees in our industry.

How to apply: Interested candidates who meet the qualifications above should apply via the following
link: https://www.ondemandassessment.com/link/index/JB-9H4L2967J?u=1137965

E3R is committed to providing equal employment opportunities (EEQ) to all employees and applicants for employment without regard to race,
color, religion, sex, age, physical or mental disability, national origin, citizenship, military or veteran status, sexual orientation, gender identity
and/or expression, genetic information, or other status protected by federal, state or local law.
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